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(iv) A statement that the informa-
tion described below in § 73.37(f)(3) is re-
quired by NRC regulations to be pro-
tected in accordance with the require-
ments of § 73.21. 

(3) The licensee shall provide the fol-
lowing information on a separate en-
closure to the written notification: 

(i) The estimated date and time of 
departure from the point of origin of 
the shipment. 

(ii) The estimated date and time of 
entry into the governor’s state. 

(iii) For the case of a single shipment 
whose schedule is not related to the 
schedule of any subsequent shipment, a 
statement that schedule information 
must be protected in accordance with 
the provisions of § 73.21 until at least 10 
days after the shipment has entered or 
originated within the state. 

(iv) For the case of a shipment in a 
series of shipments whose schedules are 
related, a statement that schedule in-
formation must be protected in accord-
ance with the provisions of § 73.21 until 
10 days after the last shipment in the 
series has entered or originated within 
the state and an estimate of the date 
on which the last shipment in the se-
ries will enter or originate within the 
state. 

(4) A licensee shall notify by tele-
phone or other means a responsible in-
dividual in the office of the governor or 
in the office of the governor’s designee 
of any schedule change that differs by 
more than 6 hours from the schedule 
information previously furnished in ac-
cordance with § 73.37(f)(3), and shall in-
form that individual of the number of 
hours of advance or delay relative to 
the written schedule information pre-
viously furnished. 

(g) State officials, state employees, 
and other individuals, whether or not 
licensees of the Commission, who re-
ceive schedule information of the kind 
specified in § 73.37(f)(3) shall protect 
that information against unauthorized 
disclosure as specified in § 73.21. 

[45 FR 37408, June 3, 1980, as amended at 47 
FR 603, Jan. 6, 1982; 52 FR 31613, Aug. 21, 1987; 
53 FR 19257, May 27, 1988; 60 FR 24552, May 9, 
1995] 

PHYSICAL PROTECTION REQUIREMENTS 
AT FIXED SITES 

§ 73.40 Physical protection: General re-
quirements at fixed sites. 

Each licensee shall provide physical 
protection at a fixed site, or contig-
uous sites where licensed activities are 
conducted, against radiological sabo-
tage, or against theft of special nuclear 
material, or against both, in accord-
ance with the applicable sections of 
this Part for each specific class of fa-
cility or material license. If applicable, 
the licensee shall establish and main-
tain physical security in accordance 
with security plans approved by the 
Nuclear Regulatory Commission. 

[58 FR 13700, Mar. 15, 1993] 

§ 73.45 Performance capabilities for 
fixed site physical protection sys-
tems. 

(a) To meet the general performance 
requirements of § 73.20 a fixed site phys-
ical protection system shall include 
the performance capabilities described 
in paragraphs (b) through (g) of this 
section unless otherwise authorized by 
the Commission. 

(b) Prevent unauthorized access of 
persons, vehicles and materials into 
material access areas and vital areas. 
To achieve this capability the physical 
protection system shall: 

(1) Detect attempts to gain unauthor-
ized access or introduce unauthorized 
material across material access or 
vital area boundaries by stealth or 
force using the following subsystems 
and subfunctions: 

(i) Barriers to channel persons and 
material to material access and vital 
area entry control points and to delay 
any unauthorized penetration attempts 
by persons or materials sufficient to 
assist detection and permit a response 
that will prevent the penetration; and 

(ii) Access detection subsystems and 
procedures to detect, assess and com-
municate any unauthorized penetra-
tion attempts by persons or materials 
at the time of the attempt so that the 
response can prevent the unauthorized 
access or penetration. 

(2) Detect attempts to gain unauthor-
ized access or introduce unauthorized 
materials into material access areas or 
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vital areas by deceit using the fol-
lowing subsystems and subfunctions: 

(i) Access authorization controls and 
procedures to provide current author-
ization schedules and entry criteria for 
both persons and materials; and 

(ii) Entry controls and procedures to 
verify the identity of persons and ma-
terials and assess such identity against 
current authorization schedules and 
entry criteria before permitting entry 
and to initiate response measures to 
deny unauthorized entries. 

(c) Permit only authorized activities 
and conditions within protected areas, 
material access areas, and vital areas. 
To achieve this capability the physical 
protection system shall: 

(1) Detect unauthorized activities or 
conditions within protected areas, ma-
terial access areas and vital areas 
using the following subsystems and 
subfunctions: 

(i) Controls and procedures that es-
tablish current schedules of authorized 
activities and conditions in defined 
areas; 

(ii) Boundaries to define areas within 
which the authorized activities and 
conditions are permitted; and 

(iii) Detection and surveillance sub-
systems and procedures to discover and 
assess unauthorized activities and con-
ditions and communicate them so that 
response can be such as to stop the ac-
tivity or correct the conditions to sat-
isfy the general performance objective 
and requirements of § 73.20(a). 

(d) Permit only authorized placement 
and movement of strategic special nu-
clear material within material access 
areas. To achieve this capability the 
physical protection system shall: 

(1) Detect unauthorized placement 
and movement of strategic special nu-
clear material within the material ac-
cess area using the following sub-
systems and subfunctions: 

(i) Controls and procedures to delin-
eate authorized placement and control 
for strategic special nuclear material; 

(ii) Controls and procedures to estab-
lish current authorized placement and 
movement of all strategic special nu-
clear material within material access 
areas; 

(iii) Controls and procedures to main-
tain knowledge of the identity, quan-
tity, placement, and movement of all 

strategic special nuclear material 
within material access areas; and 

(iv) Detection and monitoring sub-
systems and procedures to discover and 
assess unauthorized placement and 
movement of strategic special nuclear 
material and communicate them so 
that response can be such as to return 
the strategic special nuclear material 
to authorized placement or control. 

(e) Permit removal of only author-
ized and confirmed forms and amounts 
of strategic special nuclear material 
from material access areas. To achieve 
this capability the physical protection 
system shall: 

(1) Detect attempts at unauthorized 
removal of strategic special nuclear 
material from material access areas by 
stealth or force using the following 
subsystems and subfunctions: 

(i) Barriers to channel persons and 
materials exiting a material access 
area to exit control points and to delay 
any unauthorized strategic special nu-
clear material removal attempts suffi-
cient to assist detection and assess-
ment and permit a response that will 
prevent the removal; and satisfy the 
general performance objective and re-
quirements of § 73.20(a); and 

(ii) Detection subsystems and proce-
dures to detect, assess and commu-
nicate any attempts at unauthorized 
removal of strategic special nuclear 
material so that response to the at-
tempt can be such as to prevent the re-
moval and satisfy the general perform-
ance objective and requirements of 
§ 73.20(a). 

(2) Confirm the identity and quantity 
of strategic special nuclear material 
presented for removal from a material 
access area and detect attempts at un-
authorized removal of strategic special 
nuclear material from material access 
areas by deceit using the following sub-
systems and subfunctions: 

(i) Authorization controls and proce-
dures to provide current schedules for 
authorized removal of strategic special 
nuclear material which specify the au-
thorized properties and quantities of 
material to be removed, the persons 
authorized to remove the material, and 
the authorized time schedule; 

(ii) Removal controls and procedures 
to identify and confirm the properties 
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and quantities of material being re-
moved and verify the identity of the 
persons making the removal and time 
of removal and assess these against the 
current authorized removal schedule 
before permitting removal; and 

(iii) Communications subsystems and 
procedures to provide for notification 
of an attempted unauthorized or 
unconfirmed removal so that response 
can be such as to prevent the removal 
and satisfy the general performance ob-
jective and requirements of § 73.20(a). 

(f) Provide for authorized access and 
assure detection of and response to un-
authorized penetrations of the pro-
tected area to satisfy the general per-
formance objective and requirements 
of § 73.20(a). To achieve this capability 
the physical protection system shall: 

(1) Detect attempts to gain unauthor-
ized access or introduce unauthorized 
persons, vehicles, or materials into the 
protected area by stealth or force using 
the following subsystems and subfunc-
tions: 

(i) Barriers to channel persons, vehi-
cles, and materials to protected area 
entry control points; and to delay any 
unauthorized penetration attempts or 
the introduction of unauthorized vehi-
cles or materials sufficient to assist de-
tection and assessment and permit a 
response that will prevent the penetra-
tion or prevent such penetration and 
satisfy the general performance objec-
tive and requirements of § 73.20(a); and 

(ii) Access detection subsystems and 
procedures to detect, assess and com-
municate any unauthorized access or 
penetrations or such attempts by per-
sons, vehicles, or materials at the time 
of the act or the attempt so that the 
response can be such as to prevent the 
unauthorized access or penetration, 
and satisfy the general performance ob-
jective and requirements of § 73.20(a). 

(2) Detect attempts to gain unauthor-
ized access or introduce unauthorized 
persons, vehicles, or materials into the 
protected area by deceit using the fol-
lowing subsystems and subfunctions: 

(i) Access authorization controls and 
procedures to provide current author-
ization schedules and entry criteria for 
persons, vehicles, and materials; and 

(ii) Entry controls and procedures to 
verify the identity of persons, mate-
rials and vehicles and assess such iden-

tity against current authorization 
schedules before permitting entry and 
to initiate response measures to deny 
unauthorized access. 

(g) Response. Each physical protec-
tion program shall provide a response 
capability to assure that the five capa-
bilities described in paragraphs (b) 
through (f) of this section are achieved 
and that adversary forces will be en-
gaged and impeded until offsite assist-
ance forces arrive. To achieve this ca-
pability a licensee shall: 

(1) Establish a security organization 
to: 

(i) Provide trained and qualified per-
sonnel to carry out assigned duties and 
responsibilities; and 

(ii) Provide for routine security oper-
ations and planned and predetermined 
response to emergencies and safeguards 
contingencies. 

(2) Establish a predetermined plan to 
respond to safeguards contingency 
events. 

(3) Provide equipment for the secu-
rity organization and facility design 
features to: 

(i) Provide for rapid assessment of 
safeguards contingencies; 

(ii) Provide for response by assigned 
security organization personnel which 
is sufficiently rapid and effective to 
achieve the predetermined objective of 
the response; and 

(iii) Provide protection for the as-
sessment and response personnel so 
that they can complete their assigned 
duties. 

(4) Provide communications net-
works to: 

(i) Transmit rapid and accurate secu-
rity information among onsite forces 
for routine security operation, assess-
ment of a contingency, and response to 
a contingency; and 

(ii) Transmit rapid and accurate de-
tection and assessment information to 
offsite assistance forces. 

(5) Assure that a single adversary ac-
tion cannot destroy the capability of 
the security organization to notify off-
site response forces of the need for as-
sistance. 

[44 FR 68193, Nov. 28, 1979] 
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